Security to Fit Tfour Needs 

Businesses, Schools, Computer Dealers, and Service 
Bureaus can save time and money by using A.M.E. 


Businesses 

• Secure confidential information with the method that is most 
efficient for your organization. 

• Maintain order on a Macintosh that is used by several people. 

• Give different employees access to only the files and programs 
they need to use. 

•Track computer time for different projects. 

• Prevent losses of time and data caused by virus infections. 


Govt. Classified Environments 

•A.M.E. is the most complete security solution for the Macintosh. 

• A.M.E. has many of the security features required for C2 certification. 

• Multi-pass erase meets Dept, of Defense standards. 

Universities 

• Give Students the ability to use programs in computer learning 
centers without being able to make illegal copies. 

• Lock out unauthorized programs. 

Services 

• Maintain the structure and integrity of the software on your hard disk. 

• Limit customers’ access to only what they need. 

• Protect your hard disk from viruses. 

• Keep track of computer use by time, user, and/or activity. 


Computer Dealers 

• Allow customers to experiment without creating chaos on the hard disk. 

• Prevent illegal copying of software. 

• Make A.M.E. transparent to your customers with Auto Sign-on. 

• Lock out viruses. 

• Control who can use laser printers, scanners, modems, etc. 

Home Office/Personal 

• Prevent a curious child from damaging financial records and other 
important data. 

• Use the Activity Log to differentiate business activities from personal 
computer use for the IRS. 



Security to Fit Your Needs 

Avoid Chaos with Multiple Users 

Record Activities on Your Mac 

\ 


File Options 


Set access privileges for files, folders, 
programs, and disks. Select two groups 
of users and select the type of access 
each group has. 

• No access 

• Read, but not write 

• Run, but not copy programs 

• No restrictions 

Access Sets 

Files, folders, programs, and disks can be grouped together in an Access Set and given identical 
access privileges and protection. This feature simplifies the setting and modification of protection 
methods, passwords, key disks, and user access on large numbers of files, etc. 


Select the level of security you need 
with one or more of the following 
options. 

• Protected without Encryption 

• Fast Encryption 

• DES Encryption (U.S. only) 

• Key disk required for access 

• Password required for access 




This feature records the activities that take place on your 
Mac. It can be used to bill clients accurately for computer 
work, monitor activities, or maintain computer-use records 
for the IRS. 

Log Options: 

• Define activities to be logged 

• Define users to be logged 

• Filter for viewing specific activities and/or users 

• Print as filtered 

• Export to a database, spreadsheet, or word processor 

• Control user access to the log 


On-line help is available for 
the window that is currently 
being used. If the “Activities 
Log” window is open, help for 
the Activities Log will come 
up when the help button is 
clicked. Users do not have 
access to help on features 
they do not have privileges 
for. 





Continuous Viral Protettion 
Secure Sensitive Information 
Stop Illegal Copying 

Global Options 


Viral Protection 

Computer viruses can invade your 
Macintosh when an infected program is run. 
Lock out viruses or unauthorized programs 
by setting A.M.E. to run only trusted 
software. When you are sure that your 
computer is free of viruses, you can register 
your software with A.M.E. Then only those 
trusted programs on your disk can be used. 
No infected programs will be able to run on 
your Macintosh, and the System Folder will 
be protected from viral damage. 


True File Erase 

When you delete a file on a Macintosh, the file 
is removed from the disk directory but the data 
remains on the disk. A.M.E. can be set to 
erase the actual data. Another option is 
multi-pass erase to meet Department of 
Defense standards. 

Alerts 

An audio and/or visual alert can be set to 
inform the user that access has been denied. 


Sign On/Off Options 


Password Options 

The level of password security can be 
controlled with the following settings: 

• Require minimum length 

• Require case sensitivity 

• Require periodic change of passwords 

• Check for similarity of passwords 


Auto Sign-Off 

Timed sign-off with multiple-monitor blackout 
can be set to hide your data when you step 
away from your Mac. Sometimes a quick trip to 
the water cooler can turn into an extended 
meeting. A.M.E. can be set to black out and 
sign off after a specific interval, so only 
authorized users can log on and see your data. 


Auto Sign-On Option 

Allows easy access for a default user. A user with low-level privileges can be automatically 
signed on when the Mac is started. The user does not need to be aware of A.M.E. The Mac 
will start up without the password window, but all the restrictions set for the default user will be 
in effect. Schools, service bureaus, and other businesses will find this useful for giving 
unsophisticated users access to a Mac while preventing them from getting into trouble. 





COMPREHENSIVE 
VIRAL PROTECTION 

Continuous screening 
Run trusted software only 
Checks code size 
Checks code contents 
Independent self check 

FILE PROTECTION 
Encryption Types... 

DES 

Proprietary 
Auto-encryption 
Auto-decryption 
Manual decryption 


"A.M.E. sets New Security 

Standard” MacWEEK Jan 16,1 990 

5 Mice award MacUserUK 
Additional Benefits 


Encrypts... 

Documents/files 

Applications 

Folders 

Disks 

Access sets „ 

Original file 
Encrypts copy 

File Password Protection 

Case sensitive 

Can require minimum length 

FILE MANAGEMENT 
Access Settings... 

Global 

User-specific 

File Access 

Locks files 
Locks applications 
Locks folders 
Protects files 
Protects applications 
Protects folders 
Read, not write 
Run, not copy programs 

DISK ACCESS 

Prevents floppy disk insertion 
Locks hard disks 
Prevents initialization 
Password protection 
Key disk option 
Password override 

HIERARCHICAL USER STRUCTURE 

Unlimited levels & users 
Individual user preferences 
Protect System Folder 
Lock desktop appearance 
Restrict DA access 
Restrict printer use 
Restrict modem use 

User Password Protection 

Case sensitive 
Require minimum length 
Option to force periodic change 
Auto sign-on default user 

Administrator Functions 

Auto installer/updater 
Installer scripting 
Settings extractor/propagator 


Increases in Productivity 

• Decreases down time on computers by prevent - 
ing unauthorized software or virus infections 

• Monitors and records the amount of time spent on 
a job 

• Reduces maintenance costs 

• Secures and controls access to sensitive 
information 

• Reduces unauthorized use of hardware & 
software 

• Activities Log 

- Provides accurate computer records for IRS 

- Keeps accurate records for client billing 

- Creates software & hardware utilization reports 
which can be used to reduce operating costs 

- Helps identify people who need extra training 

• Reduces training cost by consolidating security 
and virus products 

• Reduces time spent cleaning up desktops and 
reorganizing hard disks 

• Special management tools help set up and 
maintain security in multi-Mac environments 

Flexibility 

• You can simplify a user’s environment by only 
giving them access to the tools they need 

• Allows you to select the level of security you 
need, ranging from simple low level security to 
the highest security available on a Macintosh 


LOGGING 

User log 

Comprehensive activity logging 
Customizable log 
Log exportable 
Filter for viewing/export. 

ONLINE HELP 

Contextual help 
Access privilege protected 

MISCELLANEOUS 

True file erase 
Dept, of Defense file erase 
Disallow debuggers 
Continuous self monitoring 
Control Chooser name 
Lock up after inactivity 
Control with keyboard 

Single unit cost $279 

5-site cost $895 

10-site cost $1495 


Cost Savings 

• A.M.E. integrates virus protection, security, and 
management features that could not be duplicated 
even by spending $700-800 or more on other 
products 

• Prevents illegal copying of software 

• Reduces training and support costs 

• 5 and 10 packs are heavily discounted and 
custom serialization is available for any 
number of Macintoshes you need to secure 
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5-site pack $895 
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